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fraudulent advertisements (Ads), and further discussed and analyzed study cases

of some victims of financial fraud and fraudsters running fraudulent websites.

During a meeting of the focus group, most common financial fraud offences
in the Arab States were identified as follows: investment fraud, romance scams,
sextortion, phishing, smishing and business e-mail compromise (BEC). The use
of 24 criminal methods to commit such crimes has been identified in the Arab
States, including the use of reliable websites to publish fraudulent ads (phishing
attacks), the introduction of cryptocurrencies to try to hide the tracking and
tracing of proceeds of crime outside the borders of the State., Anumber of false
Saudi government apps in the Google Store have been also spotted. These apps
were portraying as “Farjat,” “Jude” and “Absher” platforms, some of which
were accessed up to 14,000 times. It also identified 22 challenges facing law
enforcement, prosecutors, and banks in dealing with financial fraud, the most
important of which were slow exchange of data and access to approvals, tracing

and recovery of assets/funds, and failure of victims to report.

The STeam conducted an online survey of the mechanisms of electronic
communicationsavailable tovictimsof electronic fraud after theyhad committed
a crime and how quickly they responded to such crimes. While monitoring the
electronic communications mechanisms, significant differences were observed
among the members of the Arab States regarding their willingness to confront
financial crimes via the Internet. Gulf Cooperation Council States have developed
means of receiving electronic communications, and some task forces and units
have been designated to take charge of these crimes. However, some Arab States
do not have such measures in place until the elaboration of this study. For
example, some websites do not work, while others are difficult to find or browse.

The results of the fraud link analysis indicate that there is a composite
criminal method designed to target the victim twice and in two different
ways. If an individual has been the victim of the first criminal method, which

is to lure potential victims through fraudulent investment announcements.
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Executive Summary

Digital transformation has enhanced e-commerce and related business
functions such as online payments methods, online advertising, and online
tracking of postage and deliveries. This has instigated new security challenges
that threatens the economies of states, namely, online financial fraud because
they target all segments of society and are considered cross-border crimes.

The United Nations Office on Drugs and Crime (UNODC) estimated the
proportion of money-laundering offences in one year to be between 2 and 5 per
cent of world GDPB equivalent to $800 billion to $3 trillion. The total number of
victims in 31 states was reported to be 140 million, equivalent to 3 per cent of
the world population. The proportion of people exposed to financial fraud via
the Internet and the means of technology was 103 and 102 per 1000 in India
and the United Arab Emirates, respectively, while some specialized reports

indicated that half a million euros in Saudi Arabia were lost per capita.

This studyfocused on the causes of the increasing problem of online financial
fraud in the Arab States and on the understanding of successful international
best practices for dealing with such crimes, improving response procedures,
and contributing to their reduction. The study makes recommendations
and proposals that have been discussed with international practitioners,
specialists, and experts at the regional and international levels.

The data for this study were collected through two groups: A Focus Group
was formed to obtain data from private sources through Arab practitioners
and specialists to identify types of financial fraud offences and to identify the
challenges faced by stakeholders in dealing with those offences, especially the
challenge of lack of data on such crimes in public sources. Another group that
constituted a team from Naif Arab University for Security Sciences (NAUSS),
was formed to obtain data from open sources to identify the criminal methods
of fraudulent sites and the challenges facing security agencies in dealing with

them. The team, in cooperation with the Interpol, collected about 500 links to
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several key pillars that include receiving reports, setting up specialized
central financial fraud offices to bring stakeholders together, tracing assets
and intercepting funds, and alert systems to detect suspicious sites. In the
financial sector, it was based on sharing information, tracing crime assets,

public partnerships and allowing private companies to participate.

Accordingly, non-binding recommendations have been made for the Arab
Statestodevelop their capacitytoreduce the financial fraud crime, consistent with
successful international best practices including development of organizational
strategies and structures, and development of investigative, operational, and
tactical aspects, through the establishment of specialized centers bringing
together the main pillars of crime reduction and all relevant parties. The studyalso
proposes development of policies to prevent advertising agencies from exploiting
known ranges for the dissemination of fraudulent advertisements in Arabic. This
will contribute to the reduction of the spread of fraudulent advertising in well-
known and reputed sites, and the instigation of the Arab Money Recovery Forum

under the umbrella of the Secretariat of Arab Ministers of the Interior.

The study recommends that there should be joint action between the
League and law enforcement agencies in the Arab States to ensure the closure
of sites monitored by a joint working group. NAUSS proposes to establish a
Deep Learning Model for Arabic-language financial fraud sites to monitor
emerging criminal methods and collect links to fraudulent sites targeting the
Arab region. This model will provide tactical solutions for the identification of
fraudulent sites and their closure mechanisms, assist Arab law enforcement
agencies in verifying fraudulent sites, and contribute to building human
capacitydevelopment programmes in several tracks, such as search, detection,
and investigation, based on best practices. This cooperation will contribute to
the production of a series of guides, specialized research, and the organization
of an international meeting between Arab and developed states to exchange

experiences and best practices in reducing the financial fraud crime.
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The perpetrators impersonated as legal recovery consulting firms.

The study indicates that fraudsters exploit online advertising models and
use artificial intelligence in advertising companies to reach potential victims.
Evidence confirms that fraudsters post their ads on popular and trusted sites
through advertising agents, the most important of which publish fraudulent
ads such as Google search engine, Microsoft news site in Arabic, Russia Today,
Al Tahrir and CNN Arabic. “Speakol” led the advertising agencies in publishing
fraudulent ads by 171, followed by Google with 136, “Gecko” with 48, and
“Postquare” with 24. The study indicates that the number of daily visits to
fraudulent sites has reached over 130,000.

The study stresses that one of the most important challenges facing
stakeholders is hiding the fraudulent domain data over the Internet by the
certified Internet domain recorder, where 86% of the fraudulent ranges had
hidden their data, making the detection very challenging. Statistics indicate
that the number of fraudulent ranges recorded between 2017 and 2021 reached
112 ranges, 72% of which were recorded in 2020 and 2021 during the COVID-19
pandemic. The study indicated that the top five scams were published in the
range of 40,000 online advertising links, three of which are blocked by the Saudi
Arabian Communications and Information Technology Commission (CITC).
Saudi Arabian financial institutions and newspapers were impersonated and
advertised on well-known and popular websites through advertising agents to
lure victims, which confirms the absence of censorship of advertising content.

This study contributes to achieving the United Nations Sustainable
Development Plan 2030 and related targets associated with combating crime.
and to significantly reduce the illicit flow of funds and firearms., The studyalso
promotes asset recovery and the fight against all forms of organized crime and
adoption of successful international best practices to reduce online financial
fraud in the government and financial sectors. Some of these best practices

have been in place since 2017 Practices in the government sector included
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