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(1) FATE “FATF and INTERPOL intensify global asset recovery”, 2022.
(2) UNODC World Drug Report (WDR) 2023
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(1) On the UN’s Human Development Index, Iraq ranked 123" out of 189 countries in 2020, while Libya
ranked 105" and Syria 151%. Source: United Nations Development Program (UNDP) (2019), “Human Devel-
opment Reports”, available on: http://hdr.undp.org/en/composite/HDI; and Iraq Economic Monitor: The
Slippery Road to Economic Recovery (English). Washington, D.C.: World Bank Group. http://documents.
worldbank.org/curated/en/981071637593726857/Iraq-Economic-Monitor-The-Slippery-Road-to-Econom-
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(1) See Part II1. “Identified money laundering typologies and schemes in the Middle East”; section “Cash-
based Money Laundering Strategies”.
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(1) UNODC, Afghan opiates trafficking through the southern route, 2015. Available on: https://www.
unodc.org/documents/data-and-analysis/Studies/Afghan_opiate_trafficking_southern_route_web.
pdf

(2) 1bid.
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(1) UNODC, “The Opium Economy in Afghanistan: An International Problem”, 2003. Available on: https://
www.unodc.org/documents/data-and-analysis/afgopiumeconomy2003.pdf

(2) UNODC WDR, 2022, P. 89.

(3) UNODC, “Opiates trafficking: along the early stages of the Balkan route”, 2019, p.6. Available on: https://
wdr.unodc.org/wdr2020/field/WDR20_Booklet_3.pdf and UNODC WDR (2022), p. 87.

(4) UNODC WDR, 2021, p.56. Available on: https://www.unodc.org/res/wdr2021/field/ WDR21_Booklet_4.pdf.
(5) UNODC WDR, 2021, p. 56. Available on: https://www.unodc.org/res/wdr2021/field/ WDR21_Booklet_4.pd.
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Sources: Kilmer, B. and Reuter, P.,, 2009. DOPED. Foreign Policy, (175), p.34.; and Reuter, P., Pardo, B. and Taylor, J., 2021, “Imagining a fentanyl future: Some
consequences of synthetic opioids replacing heroin", International Journal of Drug Policy, 94, p.103086.
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(1) UNODC WDR, 2022, p. 1719-
(2) UNODC, WDR, 2022, p. 1819-
(3) UNODC WDR, 2022, p. 1819-
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(1) UNODC, WDR, 2022. Executive summary available on: https://www.unodc.org/res/WDR-2023/WDR23_
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(2) UNODC, WDR, 2022. Online segment available on: https:/www.unodc.org/unodc/en/data-and-analysis/
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Il 5 plasawdl ge Ui i1 sl all poe Je AR (Yoo ol 18 Lgie 5l o8 il
Byall ells § delihodl alyasal

Jalall o] ISy @ oS cddllell oolasll @law § duelihodl olyasdl ol (ol sasll $o
oslaialla «rpalisdaliall : Jio dsigalisan¥l cilhiull lafu Yo cdulle Blowl duelihodl olasdlells o
Sotuwn e 1333979 Blusiiwl duelihodl eslyasdl yiST galibolill asy Lagy . olisdolive guSas
Gxddl ddhis i gog (@Il oo @blis Bas goiws Ule dolasiwly axlil slajy s ¢ pllsl
Lol

aigd¥ olall sl 3850« JUL Joww b ¢ ST duaddd] o158y g3 duelibhodl ¢slyasally
So e Ldpdl Jlads & Joolal Ul 5Ll 385y g & «adladdl up0l & Joiliiad)lS duelibol
asd oS Y i3l 31 ieeluan¥l Lol huwg¥l @rddly gl Ll (oo disma @blio
Bwg¥ly Go¥l bl § Jelad) Sl

(1) 1bid.
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dyall 9 geolidolil bhiiin (1o eIl goiuns e wlbgrall Jlax] o 90% Jlg> Lannas-g (Sl
20219 2017 (ale ¢y

Sots is yitul 8 Lalatl lowdl el § ¥l of gy (lbguall ddlsill bl Je 2l
e dueydll GbULl Gl § olaly Bac cuslyl w8y «(gy31 @blis § wiudiy lay (e § <2021 ple gdipe
oY1 &yl dhing Ll L1y Liginy ddhrin § Lo Yo rolisdalid] Bdiio o lbguall slaci 8L
lia ¢po 489 Baly) dbgrall il @aly 31 £ Ldy,8] Cipé ddhing Lidy,8] 8y Gigisr ddhing huwgdlg
sl A8 Sliad! § bl

Soius Lle 12% aladll e @lowdl § Elle guoluaalidl hive (o Olbguall duws cutly a8g
(3l 61iS 60 (ro wlbgrall el ol cus 12001 ale & 0.1% o J3T cilS g & 2021 ple @l
D359SI 8all S35 § U 50 jolnis Lo J)

Flol & alsal & I a il Ty Lanie dyanldnll Glowdl lihsin golisdolidl giiai § gusdl
crealisdalicll zUil agds a8y (2015 ple asy 13amme (Aadsdl a8 axli] of Yl ¢ ity galsdl o4l
degill lyasdsdl UL o sasell GLid oo ¢ ualll A8l Clgiwll § oliwiledl § ABgsls Saly;
Yl (amy sudia cdub 309 ggs Gral Ul syl &gol o palsiuwll Gloall bsasdsdl gag (il
I Lat) olidolidl go oliwiles] dgs oo oyl @lslall 3ol ddlais! Jl dbguall ol
Bedll ddhio sotuws Lleg sl luwl ddhicg lagicrg ad rds Wigicrg sl @ @blio § Blowdl
Leawgilidol ddhing Loyols Ldssél § cusey LaS

(1) UNODC, WDR, 2023. Online segment available on: https://www.unodc.org/unodc/en/data-and-analysis/
wdr-2023-online-segment.html
Ibid.
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crealizaaliglly ylog¥l olsjl aBg casly ale & 15% duuniy 33L3 dad ail 3] ¢ @llell gaiun Lo ruolistaliyll
& clac¥l Joull jasy cuslyi 3 £ dllell olaled¥l cibe hug¥l & pidl dahia § shasdly sdiy oo o
Yo lasalyi J51s leSilgiuly hasdl el (o lbarall plas § s e «@hlly 9o, Y1S cadhill
sl el Blgy 48U goudl Lo czalsd] ddhin JIj5
cuad roliggaligll o clbgrall el of JI ol Aoy clasdl o clbgrall pad Jalsd ydys
G0 858l § «elld e g 20189 2011 Lole ru 858l Go <Ml (o duyslly Shwell wileblall &
e Jay ling £ (oliailedY 8ygldl) 48 pidl Gagasdl wilsblall § wilbsuall hsa cilS 20192020
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oelusdI -

Uyiel Jl $o «rnolisandl 8ala ¢po diglaina ¢iljuS 57 (po gulul JSdy gial 8)a5n Bals L o=ty
Olbgrall elli pans caclai ads has «iaar sy o dedll dahill § raliasil Gilbguin 2318 of

2021 sle § Ub 86 2ly tus frdise goiwo JI Jogg 2020 sle dis
Joo J! 4.:>g§ Glisdd] adag (Ve iy lisudd @.LL&.?)JI sauall Jad glidg bygws JI35 Yo
CoinS @31 @blia JN5 (ro silun yié Sy of «dyyond] ol dypdl Gl S35 (o Britlin Lol « el
Jlads § Ll oliseddl jasmy dogi Bagas d1al ©lag 9929 J! Olbarall pasy s LaS ol
Cusail Byb JSis algrgll ada il 13] las oSt 818 e ilaglsll sia of Y (lasyéq Lis,sl

N ‘si L;f.gd.:> Q.L.Iui

(1) Syriaand Lebanon are most frequentlyidentified as the countries of origin for these tablets. See: UNODC,
WDR, 2023.
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sadgi & bl oIl ¢po ByuS ©liaS s g oMoyl § olid ©saiwl 20235 2022 Lale 9o
digany Bag>oll crlesgiull asT § ez lis &> e 5 &l L5l oYl 988 ¢ipolo adb (2022
Jidg Oolsgudll JI lalaid 8igma ciilSy colill slaa & 8liswe cilyasdlsda cilSy «glid Wiz &yl
e Sl (o181 (1 (235 160,000 dgiliall] U5l oYl 88 e3alo (2022 3183ST § caxlg saan el
Dlac dibly yai of asy yhd Jl disetidl 0dn axg of 1,8l o 0lSs oy eliza §

082S &> 160,000 s (e Bydanl puidac 51l o8l 908 €yl 2023 ale o Gusle 99
dbgrall diswidl cilSg «glid Jlads § e liuS &> 800,0009 «woyy Jl godll bl e doausy &
(Al dbgrall diseid! Lol (O8] J! dgoraing duclyy AT § Blisko du> 160,000 (o digSo JoYl
©. 2> 800,000 4/l oy LIl duasS Cils J Giudisdl o @slolys oS 208 Layi Laud s 14d
080S3) (00 diseds § e S A (Mo 10 s e Al Jsladl o 908 cuilel (2023 Juyl 9o
o OJ 2wy Bose dgsgmudl dy el ASlall JI diseddl sda ani ol posill o oSg (bl
Ol Jlady Jiio & sasdllia o & @120 sl 0¥l 908 crnd dudi sqdll

(1) https://www.zawya.com/en/legal/crime-and-security/saudi-arabia-seizes-127mln-illegal-amphetamine-
pills- f2tqvbaz

(2) https://english.alarabiya.net/News/saudi-arabia/202311/05//Saudi-Arabia-seizes-over-8-million-
amphetamine-pills-hidden-in-coffee-creamers

(3) https://www.arabnews.com/node/2191841/middle-east

(4) https://today.lorientlejour.com/article/1330674/drugs-hidden-in-sunflower-seeds-seized-from-
deliveryman-at-batroun-prison.html

(5) https://www.aa.com.tr/fr/monde/liban-saisie-de-960000--pilules-de-captagon-et-208-kg-de-
cannabis-/2838425

(6) https://www.lorientlejour.com/article/1330475/saisie-de-plus-de-150000-pilules-de-captagon-a-
destination-de-lafrique.html

(7) https://www.reuters.com/world/middle-east/lebanon-seizes-10-million-captagon-pills-being-
smuggled-abroad-minister-202314-04-/

(8) https://www.reuters.com/world/middle-east/lebanon-seizes-10-million-captagon-pills-being-
smuggled-abroad-minister-202314-04-/

(9) https://www.lorientlejour.com/article/1334512/environ-120000-pilules-de-captagon-saisies-au-liban-
nord.html
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https://www.aa.com.tr/fr/monde/liban-saisie-de-960-000-pilules-de-captagon-et-208-kg-de-cannabis-/2838425
https://www.aa.com.tr/fr/monde/liban-saisie-de-960-000-pilules-de-captagon-et-208-kg-de-cannabis-/2838425
https://www.lorientlejour.com/article/1330475/saisie-de-plus-de-150000-pilules-de-captagon-a-destination-de-lafrique.html
https://www.lorientlejour.com/article/1330475/saisie-de-plus-de-150000-pilules-de-captagon-a-destination-de-lafrique.html
https://www.reuters.com/world/middle-east/lebanon-seizes-10-million-captagon-pills-being-smuggled-abroad-minister-2023-04-14/
https://www.reuters.com/world/middle-east/lebanon-seizes-10-million-captagon-pills-being-smuggled-abroad-minister-2023-04-14/
https://www.reuters.com/world/middle-east/lebanon-seizes-10-million-captagon-pills-being-smuggled-abroad-minister-2023-04-14/
https://www.reuters.com/world/middle-east/lebanon-seizes-10-million-captagon-pills-being-smuggled-abroad-minister-2023-04-14/
https://www.lorientlejour.com/article/1334512/environ-120000-pilules-de-captagon-saisies-au-liban-nord.html
https://www.lorientlejour.com/article/1334512/environ-120000-pilules-de-captagon-saisies-au-liban-nord.html
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( World Drug Report, 2023). :yaall

ole a3 Ol (oIl wgs (o lbguas eyl paiwl @l 8.‘Ji «20239 2022 ‘:,.ALC %ég
sile & bygw 2o g e dus gudle &3 bwd (JUl Juwww e el (rog ALl wilgid]
& 00> Il Jol81 o (038 44,000 hd arioy $9 PBaye sl § Blime wilasdl dlSy 2023

(1) https://www.bbc.com/news/world-middle-east-64091223

(2) https://english.alarabiya.net/News/middle-east/202311/03//Iraq-seizes-three-million-Captagon-pills-
on-Syria-border-
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Ll auditlg Ay & Bln Cilusill el cilSg Wil dhsloe § ool pol,31 o uos8 250,000
oMl ot e duigolizaod cilbuiill Jblsi wlii Lo Joy las £ ddoll @lawdl Loyl dg>rgo il

ghall go cile Gl glaldl & dubseid] Gmall blai golétu gusell e¥sa of malall g
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(1) https://www.al-monitor.com/originals/202306//iraq-seizes-thousands-captagon-pills-destined-local-
market

(2) https://gulfnews.com/world/mena/iraq-seizes-250000-captagon-pills-at-school-building-
site-1.96678553
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& dabill dgol> ¥ clelasdl chyyi o309 cdabill dagyandl A0I1 Baill @a¥l &8l A>T pras &
ST of Lol &35 (10 ddldo «adhis JSua ©il3 delas (1 :yylso dsy¥ (Bdg 481471 (o (1) 2 B0
of 8yl @il ol cra SiST o dagr QIS Gugy 8y8LAia Bauay Jasia (3 ¢ crojll o 8yid] Bag>0s (2
(831 &golo dndin of Ao dsdio Lo (bl s ol sidilis JSidy «Jaasdl Joi o (4 o] Jl=dY)
Ul ahii¥l o (2o lgsias of lailaile Juus of Ly 5Ll of wlyusill il dbidl oS5 adg
& 00Ky damn (B¢ Olelandl adgly ol §idlg Lyl Jlads § dualyzd Clelasl gsd byois
Lol olelandl jasy by (02l Iie) Bidois Dsys &olo g8lis of &lls gdlia Jle Jaasl
olelasd] oo aasdl Jlia ol 31 cadile hulgy of d8las @lEMsy of dudye hylgy lpass go daliill
sty )l (L Layluiely dabiill dayyod! 28l dgan ] bulay)l (oo J8T goiuay dabhiill gy5Y
633 Olelandl go dwslilly sopidl pé guidll e clhlly 8,810ill dsolysr ¥l &alaid¥l o,all
abyaill diladll ol¥al 3aiYly dwndail wlyudlly
JWI aidl (o8l dalaill dagyad] ddlSl Basill po¥l 4813l § Bagorall wiliy sl Blelyo gag
Laileonsilyianly d8hill & cilaslly Hlad¥l & dbyaill dahiill dualixdl ileland) Skl gloil calisua
s Lihdsl olale Jas) doasiwd] olahsdl (iélda (olgad! elli Guini i dssg (dadll

(1) United Nations Convention against Transnational Organized Crime, Article 2.
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(1) FATF (2014) Financial flows linked to the production and trafficking of Afghan opiates, p. 11

arolanll Alwluwg 281g) :Alaanly jLaidlg Jlgodl Juué @iy | 38



sl yloni¥l el sl UL Jolg=!!
duogd8Y &bl

lgthdi¥ 8acld ;g (b, 981,31 (1o degamme Lo 8yl Jl dahill dualyorl wlelond]
4dile bulgy e 40318 dumains hylgy LaBBS « Jilwall caliseo yie 8yl sda by PVicg il ye
U3 o w2yl 5aSyg olwd)] e i of (Ol glans¥l & alid of Ayl duclaix of ddye of
& delll @5 ylaidl wleloxr go Jlgadl glizily Lellos Jubisi o 0oill] 3lai 84T 2o § 4lS
e [laiio o6Sy deg il s gludl pasy Lida of J1 8yl sazdg (M5 (10 youll of (larslily Jasl!
o £33 ¥ U1 gl obls e ealisdalid] buiin 7l watsy «JUll Jusaws (b £ digmo ddhia
»aid5 il dglaydl olelasdl of dahill dusl oY colelasd) (Say ¥ JWlg oLl 8,5 § lgiusey @blio §
olyasdl oda Cosai oo dde¥l J>lll & @il of 8,08all @bl e 85hpull J]

oladdl of BbUl G sl Al (o Yl Lo doydy dgol i cilelazdl dadldyl 8yl 3935 LaS

ells Ly @i il dggull ol «igilal] dwlwdl alall 465 e 3sgasl] j0dlls cymall @Sl il

00 aill las lguaiy Doall § dlelall wland! Joii of ey (¥l el $g clalac § lelaxl
D0yl @ladle (o Balatuwdl pguail oly] of diladll da>)

AW Oldast! (o Bl

&sb plasiwly degpill e gludl o agamlly jloddl § dahill Lol leland] Wylis L dale
dind) duid) o diSan Bolaiwl o8l @udony Lol o ling 2o lasasr of dgilivia il of
llgusd (o @liseds J&i « JUU Jarw Sle cdabaidl dgolymd Ooleland) (1Say 3] ¢Lealyi 8alyjg daila)]
cadlly clyasdl Jai § lguudi GhIl alasciul chasdl ) (Say LaS «jas ga lgdsy alyasdly &yl
ol yi&

(1) Europol (2013) Italian organized crime threat assessment, p. 7
(2) U.S Government accountability office (2021) Trafficking and Money Laundering : Strategies used by
criminal groups and terrorist and federal efforts to Combat them, p. 9

(3) United Nations Security Council, “Twelfth report of the Analytical Support and Sanctions Monitoring
Team submitted pursuant to resolution 2557 (2020) concerning the Taliban. and other associated
individuals and entities constituting a threat to the peace, stability, and security of Afghanistan”
(2021), p. 1422-.
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(1) Organization for Economic Co-operation and Development, Due Diligence in Colombia’s Gold Supply
Chain: Where does Colombian gold go?, Paris, France, April 19, 2018, p. 11

(2) The Global Initiative against Transnational Organized Crime, “Organized Crime and Illegally Mined
Gold in Latin America”, 2016, p. 7

(3) Global initiative against transnational organized crime, “Organized crime in the Levant: Conflict,
transactional relationships and identity dynamics”, 2021, p. 24.
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(1) Alarabiya (2023) Jordan carries out rare airstrikes against Iran linked drugs factory in Syria.

(2) OCCRBE BBC News Arabic, Suwayda24.com, and Daraj.com, “A ‘Drug War’: Syria’s Neighbors Fight a
Flood of Captagon Across Their Borders”, 27 June 2023.

(3) International Narcotics Control board, Annual Report, 2016, p. 86.
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(1) OCCRE BBC News Arabic, Suwayda24.com, and Daraj.com, “A ‘Drug War’: Syria’s Neighbors Fight a
Flood of Captagon Across Their Borders”, June 27, 2023.

(2) Europol, “International hit against Brazilian narcos shipping bolivian cocaine to EU”, 2022
(3) Europol, “Spanish authorities clamp down lavish lifestyle of criminal group”, 2022
(4) Europol, “Balkans biggest drug lords arrested after investigation encrypted phones”, 2023

(5) Europol, “Kinahan organised crime group sanctioned by US department treasury”, April 2022
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(1) FATE Money Laundering from Fentanyl and Synthetic Opioids, November 2022
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(1) FATE Money Laundering from Fentanyl and Synthetic Opioids, 2022

aaolandl Slwluwg 281g)l :Alairnll jLailg Jlgo¥l Juwe wiliy | 44



alabdly guosadl Je depidl gilb aai lils cllivg ! Jlaedl Juut dulas Jrgusd &ty *lailladig
Wl =

Jeu @il 2aii & 0oi@)l Sl 83a>1 alel ciliastll el ddlyisd Jlgo¥l Juus cilax (o540
a0 Joild ye bl a bl dagd] ol Ol geall e o duleg £ Lauiso Blolasg Jlgodl
el Y dylonianl lged bl G & ddlyim-d Jlaadl Juué cilgs delyy ialajly (&iladl plad S o
Iy sgusd] e LAyl Jasi adg dagyod! eli asslSl &oddl sgaad] asdsi oo ol las ¢ oaildll 3lail
(B3l AW s orall of Sl of AUl sluwdll of Boasll S il of e lalyl § Al blai
¥l yude Jlga¥l st 1Sai ¥ L JW AUAL 13jag5 Alela] cilgal sda JSi (el douiig
B oYl dgolys Y

adl g Jaa¥l Jusé rlgsy yolsI JlacHl zigai

oo Bgac ddlyimd Jlga¥l Lud cilgad dslill ollatd] doasius @il JlaeHl zigai (osi

A0 § Iyl ol @ (dgal oY wilailell gsas of ddlyisd Jlga¥l Juué lax Jyax @ il 0

ponyll 2Uial dsoll dalisd) Jolgsll sasdg laadS of ccslCuid] of o8Yl Loy glhdy il ayoail
O ldas!l sigy dadyll

of degpidll yé ool ddlyisd Jlga¥l Jué ilg (AL «Jlgna¥l Juu o Jol dl> Ul S35 &
Jlga¥l ada Juol elas-Hy ccslyasdly sl : o dbadal § &S il cslakailly yolall calisn (o lgazd
o) A5l glagyll cUS § Loy cdegiio bl 48l Jlaa¥l June @ilg> pasiius (lgiSlog
oo Balazwilly (EMY oilie ¢o J3T 2)lay aadl glal) gl « (G0l doles JI 85Il cdlolsll
oy Oblusdlg duangll OIS il

(1) Ibid.
(2) US Treasury, National Strategy for Combating Terrorist and Other Illicit Financing, 2020.
(3) FATE Professional Money Laundering, Section III, 2018
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(1) In 2019, several members of an international money laundering organization were sentenced to
prison for their involvement in a network of co-conspirators. This network was responsible for
coordinating the collection, deposit, laundering, and transfer of millions of dollars in narcotics
proceeds to drug trafficking organizations based in Mexico. According to the Department of Justice
(DOJ), these individuals employed sophisticated techniques, including encrypted messaging
applications and shell corporations with fictitious websites, to avoid detection by law enforcement
and create an illusion of legitimacy. For more information, refer to the Department of Justice’s report
titled “Eighth Member of International Money Laundering Organization Sentenced in $19 Million
Dollar Scheme” (San Diego, Calif.: October 25, 2019).

(2) Other factors include the denomination of the banknotes and possible new government regulations
have been imposed. See Egmont Group of Financial Intelligence Units, Public Bulletin: Professional
Money Laundering Networks, June 30, 2019.

(3) FATE Professional Money Laundering, 2018, p. 14
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(1) FATE Professional Money Laundering, 2018, p. 21

(2) National Crime Agency, Money laundering and people smuggling network dismantled by the NCA,
2023

(3) Elliptic connect, Older People in UK Being Exploited as Money Mules: How Blockchain Analytics Can
Help, June 20, 2023
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(1) FATE Professional Money Laundering, Section IV, 2018.
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(1) National Crime Agency, Money laundering and people smuggling network dismantled by the NCA,
2023
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(1) MENA FATE Biennial Typologies Report, Fourth Edition, 2020, p. 24

(2) US Treasury, National Strategy for Combating Terrorist and Other Illicit Financing, 2020. Note: the
professionalization of money laundering using Asian money laundering organizations has been first
reported by the GAFI in 2018. It is believed that the use of Asian money laundering organizations
are dated from 20002010- at least. Available on: http://www.fatf-gafi.org/media/fatf/documents/
Professional-Money-Laundering.pdf
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dpizr W Joo¥ 4850 S lgaing dulac JS § ol iy U1 Jlge¥l dad Jlox] o Jlgod]
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aahill J dyganio GULS dmudg oly8l dmyl e 2016 ale duin Y Jood 28l o @is
dule 039 «Jlgadl Juusey @l Lagd 2016 § aul] dyguunill dudlyoidll paill gpaz 2.1 Byicls
£ 0aila)] 3lai] S o 150 13lou] daliill eliSai oS 18g 2017 ale g (reiwg diled Bl oy
ol @aill o o8 3] cpll=)l Joo Blavig 13udmi 4SYI Jlga¥l Juné cilabrin g Laio) 34
ey e dylayyl olelasdly olusdl 8yl Olabio 808 e B 560 15m LeSKa5
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(1) National Crime Agency, Chinese Underground Banking and « Daigou », 2019, p. 4
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(e AW &)l Jlga¥l Junt Jisngg «Agursen Flgal adsis dullell dylanill (yo dlly 8g Jlonll zilill
Dol deliog cMazll Gyo asy pasdly @lai Lagd

luylall o degpiall yié @il Byloty 2olsd] Jlga¥l Juué § doaseiaall ¥l S5-I Lo WL
Jgal claslge JI 3wl dusll Jlgo¥l Juuwt el jasy coass i gag «Jlge¥l Jus] dalsll
3SIU ! aslgiadl gladyl § dadill alasdl Jlgal Jood b W «JUl Jaran (b ccslyasdly 5l
oaddg o83 JI 28LaYy STl el § daila)] AU Oluwdlly ol il eld § ¢yt adg (AU
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1 Ol iwdl bl cdgadad] LW Labi¥l e Jyboall clawgll 3 o of asld] Jlo allai J]
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(1) FATE Money Laundering from Fentanyl and Synthetic Opioids, 2022
(2) International Monetary Fund (IMF) estimates.
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(1) United States Department of State Bureau of International Narcotics and Law Enforcement Affairs,
International Narcotics Control Strategy, Report Volume II - Money Laundering, 2019

(2) “Raise, Move, Store, Use” is an explanation developed by UK Law enforcement to describe processes in
a number of financial crimes, including terrorism finance and money laundering.
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(1) FATE Financial flows linked to the production and trafficking of Afghan opiates, 2014, p. 40
(2) FATE Financial flows linked to the production and trafficking of Afghan opiates, 2014, p. 21
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(1) FATE Money LaunderingThrough the Physical Transportation of Cash, 2015, p. 42
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(1) Middle East and North Africa Financial Action Task Force, Illicit Trafficking in Narcotic Drugs and
Psychotropic Substances and Money Laundering, 2011, p. 26

(2) U.STreasury, National Strategy for Combating Terrorist and Other Illicit Financing, 2020, p. 25
(3) United Arab Emirates‘ Financial intelligence unit, Annual report 2021, p. 13
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(1) For further information, see definition available on: https://www.austrac.gov.au/glossary/structuring

(2) U.S Department of the Treasury, Financial Crimes Enforcement Network advisory to Financial
Institutions on Filing Suspicious Activity Reports regarding Trade-Based Money Laundering, February
18, 2010, p. 5

(3) https://www.nasdaq.com/glossary/m/microstructuring

(4) MENA FATE Typologies report on “illicit trafficking in Narcotic Drugs and Psychotropic substances
and Money Laundering, 2011, p. 27
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(1) FATE Professional Money Laundering, 2012, p. 37
(2) FATE Financial flows linked to the production and trafficking of Afghan opiates, 2014, p. 15
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(1) FATE The role of hawal and other similar service provider in money laundering and Terrorist
financing, 2013, p. 9

(2) FATE The role of hawal and other similar service provider in money laundering and Terrorist
financing, 2013, p. 14
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(1) Local law enforcement agencies
(2) UAE FIU, annual report 2021

(3) FATE The role of hawal and other similar service provider in money laundering and Terrorist
financing, October 2013, p. 25

(4) FATE The role of hawal and other similar service provider in money laundering and Terrorist
financing, October 2013, p. 38
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(1) FATH Egmont Group, Trade-Based Money Laundering Trends and Developments, 2020, p. 5
(2) FATH Egmont Group, Trade-Based Money Laundering Trends and Developments, 2020, p. 13
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(1) FATFH Egmont Group, Trade-Based Money Laundering Trends and Developments, 2020, p. 25
(2) MENA FATE Biennial Typologies Report, Fourth Edition, 2020, p. 22
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(1) FATF Egmont Group, Trade-Based Money Laundering Trends and Developments, 2020, p. 22

(2) According to FinCEN, “While shell companies are used for legitimate corporate structuring purposes
including in mergers or acquisitions, they are also used in common financial crime schemes.” See
Beneficial Ownership Information Reporting Requirements, 86 Fed. Reg. 69920, 69922 (Dec. 8, 2021).
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(1) Anti Money Laundering and Counter-Terrorist Financing Unit - Kingdom of Jordan, Annual Report,
2016, p. 38

(2) Markets in Crypto assets.
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(1) European Commission, Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on Markets in Crypto-assets, and amending Directive (EU) 20191937/ - article 3, p. 34

(2) UNODC, World Drug Report, 2022, p. 56, “The growth in popularity of cryptocurrencies has increased
the appeal of online drug transactions. While bitcoin continues to be the cryptocurrency of choice for
most people who use drugs looking to make purchases on the dark web, others are gaining a foothold,
for example, Monero”.
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(1) EUROPOL, “One of the dark webs largest cryptocurrency laundromats washed out”, 2023
(2) FATE Professional Money Laundering, 2018, p. 18
(3) Chainalysis, Crypto Crime Report, 2022
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interpol.int/News-and-Events/News/2022/INTERPOL-launches-first-global-police-Metaverse

(5) EUROPOL, Dismantling of encrypted network sends shockwaves through organized crime groups
across Europe, 2020

arolanll Slwluwg 281g)1 :Alaanlly jLaidlg Jlgodl Juwe @il | 88


https://www.dhs.gov/national-network-fusion-centers-fact-sheet
https://www.dhs.gov/national-network-fusion-centers-fact-sheet
https://www.interpol.int/News-and-Events/News/2022/INTERPOL-launches-first-global-police-Metaverse
https://www.interpol.int/News-and-Events/News/2022/INTERPOL-launches-first-global-police-Metaverse

OBl Zliiunly selibodl elSills Gasl pladl] plasil - 4

dcgrddl pe Jlga¥l auoy Ciler Jl agasdl pe wiliasdly jlnidll Glagiuly wasd ddac jujmi) elig
Jlaodl Juudg cilyaslly sl dxdlso & 43,18 dodle Jlgo¥ Juwszy dagyll ;b ddle clolslly
shé Je Jlasd alilas vy padd pansis (S50 ad &gl oisl Clga¥l el zas oSay 4if Las
U.S-based National Bulk Cash» dusill wsly¥gll 65809 dasuall sl @Il cuseid iboll Sl

W«Smuggling Center

Jloo¥ls 2ludl s Gacll ZLad¥l A5 Godai - 5

Lo oo filusg s isd e ild] Baaall aulsdl sl oSSy zlasyl alasil SN oo
Jorw Jlmd PBgmls JSiy wlaiiadl yygjie ALAl Oloyyradl oy Julds «Jusd) dlade 1 Jis
Bl Jiasl] pUY) Braall podsd] J paiy JU1 skl B 2021 ple (& po cunad (JUI
i gty LS O] dlabo J ¢y o] laiune @i alSal rpyiaall s Las & (clisuil]
ell3g cyan J5hs leloog b lismtll e drludl ologlall gas dila] L1l Glalull AU
09853 of oKay el e Bodleg et @il ddugiull cilel oYl dylle Belasy sl agand Juw yeund
s il gasg dllall bl s GlS l apamil dagd 8lof dyliay il el 115 Lo yulad ddis

Daade dlall

Olyasdl ddleill oldsd] go ol Wl AUl wlibdsd] ol ! - 6

ol iy ol i Jleg ooildll 3] wilasg raud Jolidl Gl oo d398 405 jujsi seniy
giS Liog Jlgo¥l Juuses dalsill oYl giabbﬁgl sadi Jle guste 8jasdl algll 458 sansio (16K
Wl ddsll 2o

(1) EUROPOL, Heat rising European super cartel taken down in six countries, 2022
(2) For more information, see: https://www.ice.gov/partnerships-centers/bcsc

(3) https://www.nafeza.gov.eg/ar

(4) https://cargox.io/

89 | dnolanll Glwluug 281gll :éiljarnll jLaivlg Jigodl Juié @il


https://www.ice.gov/partnerships-centers/bcsc
file:///Users/hazemakl/Desktop/Hazem%20Work/2023/%d8%a7%d9%84%d8%a7%d9%95%d9%86%d8%aa%d8%a7%d8%ac%20%d8%a7%d9%84%d9%81%d9%86%d9%8a/%d9%88%d9%83%d8%a7%d9%84%d8%a9%20%d8%a7%d9%84%d8%ac%d8%a7%d9%85%d8%b9%d8%a9%20%d9%84%d9%84%d8%a8%d8%ad%d8%ab%20%d8%a7%d9%84%d8%b9%d9%84%d9%85%d9%8a/%d8%af%d8%b1%d8%a7%d8%b3%d8%a7%d8%aa/%d8%ac%d8%b1%d8%a7%d9%8a%d9%94%d9%85%20%d8%ba%d8%b3%d9%84%20%d8%a7%d9%84%d8%a7%d9%85%d9%88%d8%a7%d9%84%20%d9%88%d8%a7%d9%84%d8%a7%d8%aa%d8%ac%d8%a7%d8%b1%20%d8%a8%d8%a7%d9%84%d9%85%d8%ae%d8%af%d8%b1%d8%a7%d8%aa/%20https://www.nafeza.gov.eg/ar%20
https://cargox.io/

&uini Glwlys dlulw _

AR PN PYSLRRAL

wolsJl gl § deegdll orlas § ASlidl - 1

£loil Joo Baase wlalinly dsasdl dll pe orally @18 pidly LW ludll agji JW oo 165G
Jl Gagy ling .aaa¥l 2l yof - dlall @ild Jlgo¥ Jué clhbing deg il pé lpasdl oo dalisn
Olabd¥ll Joo aasill cuyad] puadi asyg .Gasd dyial JW oo daguidl dhidll woy s
Bacls cliyg Gleuial 8al3) Lo 150l 8yl Lo @ilall Jlgod s @i ¢ Jlgo¥l Juué e arilil
i 458181 Alolid] degil sl i ol Geigg Bylandll e @ila)] Jlgo¥) Juust csllabsd dyed claglso
i of «Bylantll Lo @Al Jlga¥l Juune Jlno § @yl 0 88 Lulanl e Jloa¥l Juu glail (1o £ o1l
elas¥ 4 O luwdlly due i) @S il PNl gilis o il Badsll JIga¥ Juused cslbbsdl o

lasdl y ¥l wlely=]

g Al pelladll iy doB A1y elia! - 2

3 fage ol L) dloiwdly Jlga¥l Juué clidac agand Joi oo 8ylandll AT @il)ad jyjmi JI Gugd
il 885 jujmig dyordll cloglell Joli Jugus il cro G168 duolss 3] a8yl ells i
Bnii¥ & Y5 e 3631 llhia jela Ll wolsdly alell pelhdll gy cloglsll Jobs
5lnlly duogSdl c¥Sall iy dygd ol Lol JMs a0 dnanddl cdlolall 1)d of (dngudd]
ol (olsdls alsll guelhdll oy 3STd! i) oSy <alall gob s Y dyisll 1,53l aUl
of iy 3 e Bodeg olusdly ity Jlgo¥l Lué 2580 i) duclandl sylally clyesl cro
Bilall 3 ¢ alolol v solal! AU elliy oSat) syl ciloglell Jols duaal aS1uall asg
saaadl ells J35 oo glontl] sl g Jlgadl b o AL ooz aills culludl 48,20 §

Acgypill e MU BRI Wb ol Gud § jisg e Lelbs Al elii] 3,80l

arolanll Slwluwg 261g) :Alaanly jLaidlg Jlgodl Juwe @iy | 90



FIWI Josd! 4]

Gl Jraais Jloodl Juud axdlo sl a-go oulii 1] ol - 1

188 83500 3youll 3lsnl] @il dabill duolyr W olelosd] Pl dndlal & yopall oodl oo oag
asladll o)l Gl o byodl W 3blilly 0l dyslanill BBl oo S Jasdl ylb] sy of s
sin il syl Lisais Jlsadl Lué 6l zole) Glai gawei J35 crog .l clol guas §
o JWlg degpidl xe dJUl dhdi¥l dxdla § JIR8g Gusio zai Jlo Joamdl o Sayg (@b
gl ylal (po Al A5LARN a¥gll (s Bblis of clicl pac dlalidly Basoll &limmsl s
Jlsa¥l Juut @lilac payg ging st 598 plai eliil JWhg «laydl Jgaiy Jlgodl Juue dxslst
M el graz & Glasdl Jygaly

ol glhd : Jis dyghsdl ddle J drweill wlelbdll e Gpid dyly olblw guwl - 2
sda giadi o Cowg Al duaal 8,518)) glud) &jad)] Hlady day Sl Lo Yo duna il golsll ylads
ol o bl el ¥y alall oylas gil de I alga¥l e Jasd oly ddMaiwdl elhludl
a9 Juldi Joxl oo clldg fdlo @ild g y51 dgng dulmn 48l iy deadhis Oliun go duiglsd wildde
Wl Lo ol sda oS of cow iy .ddgilly dibgll yulell S Gubi ddac abd clLadLS
Jio § doasiadl Ll Laoll] pady Lo ccslpasidly sl dhiyll Jlgodl Juue wlhbhsay Sau
elli go Jaleill lgde pogaill s8>W Jdl Jailall byl el Al Sg cdegpill yé dhinill ada
cdsal ] Callol plascinl JY5- (o dlandl olailed] elas] of ClwiS] oo @yard] oo 4ild (dhisyl
I o oo 0 39 gl e layaae Joo @oSid] pii Bopb JB § Aol ailuilell el cils I
8yaay Jlgo¥l Juud dhdsl A6lKa Joi cro elldg £ ahad¥l el myyendy paisy samo glly Jli=
Aigla)l lga¥l oeildll 3lail YISy - Adladll dhlul wigi @yarall ga «elld e dodle 4125
bl oeildl] lail c¥lSg zis JMS (rag ol Lo 8ly Jlgo¥l Just c¥l> § Gadill dojMl
Jlao¥ Jue Olhahsa Jog degpddl yé dWl cdlalell s e ginsd cuiiu «daiMll ddqila)]

Agleld 5Ty o8l 8y5.a Jlga¥l Jut dx8Sa sulud 3ai] § pawy gl 1oY {Badsll

91 | saolantl Slwluwg g281g)l :Aljaanly jLaidlg Jigodl Juué @il



&uini Glwlys dlulw _

las £ @yard ol Bipbsd] ddle wleladl] Lo GBI Gl uidly Aol dlisdl 3Ll e geonadidd] - 3
oW Gylislly ddleill alalit¥ sass LI OJU Jasll degame cluogiy alid¥l sl gun aSg
izl gao pudi a8l iy dpadhidll Olaadl e gemizg . Juaml Jlaodl dad Jygmi wiloasg
S Jlgo¥ Juuse) dslall (bl o asd) dnasw hulgdg @lulus cliiy alebhall elly JlacYl
alailell Gagias LUl bl ol pidag daliyd Ola ol slaws] gau cus £ A8 30 bl Lo

Jlga¥ Juwé Alaws ddlal Jo> diliay cdue,d)l 3bllly ddhiall alyasll Huidl e

Jol yol=t|
oW 3l Jlno & goladll Jlne § Cuilend] Bousming Al Sy § JLail blus gusi - 1
3555 1Sy «Eall elaglell Jobd ddac yuladll elli Jaud oS Ppaldi ol Sis guwl wils JI
e 3555 Ll dggild)] saclull Jald @laalss eli] dai> J) 28LaYl .S )Lidl GLbYI ¢y golsd
Bacludl Jols laaleos oo Balaiwdl Budsd S35 (pog ddod @izl Jlgedl Juud g clyasdly ol
laSlally elagdsd! Jlne § pamd ladm guisilal] saclully pedll myads Joall ool «dggilal!
‘Baacnll sao Mg lyasdl ilbguis Jo> cilaglell Jols Jadud aiay of gol=dl oo g ol lig) g
Olodll dlmiwdl Comg Atalll Jlao¥ Jué bl clyasdl clasy diasdl g bl JI aslsyl
0¥ il Josyidl lsdsly ¢ lamd) dullsl dabhiall dseylill sasill el ol &3S, 8oLl : Jio ¢ duiadl
10180 (50 pgiuSad) daidle 8yg.ay paslacly s3I Lo dyisll Gl,bYI el olasg dagll Gloglell sigs
sllg bl LAl raddlll (il uusss glads Joul) Lsaing .Jlgad Juné g lyasilly ddlsil] @il ol
cealill ciBgll 8
Yo a8l ol AUl il edly clysdl crlaile 38K § Adonll sagadl BeldSy ddeld jujsi - 2
oali> of 635 Aol dun oSl lalud! § 3] dsiboll cslblul) 7o dlle dJT palyl cidoll (§ azrgi
839801 Gomy Jalis sl J1 )lazd¥l ling palgols wlsasill slad dyen ayamsy U1ES dygay JUl glhadl
Gilby 08 il degi (1o ol ot Sy 0 &li5d1 )50 Zdgai simyg e pun &gl yuladll 48 e
ablasll elugy wasd 0gild dbs co Jomy gl duin ¥ Joo¥ 2dlj0 ik dolsg plhil lia
Behasdl § 8yl duixY

(1) World customs organization (2020) Dubai customs launches IDeclare
(2) FATF (2012) Recommendations n°1, 10,14 26
(3) EUROPOL(2022) Europol to host United Arab Emirates liaison bureau
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(1) See: https://ofac.treasury.gov/sanctions-programs-and-country-information/counter-narcotics-
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(1) U.S Department of Justice (September 6, 2022), The Role Of Law Enforcement In Detecting,
Investigating, And Prosecuting Criminal Activity Related To Digital Assets-The Report of the Attorney
General.

(2) The travel rule implies additional compliance check, reporting and information sharing related to
transactions above 1000 USD in value for private companies.

(3) French Financial intelligence Unit (TRACFIN), Rapport d’activité annuel, 2021, p. 87

(4) Chainalysis Team, “Crypto and the Opioid Crisis: What Blockchain Analysis Reveals About Global
Fentanyl Sales”, May 24, 2023

(5) US department of Treasury, Illicit Finance Risk Assessment of Decentralized Finance, April 2023

(6) Atech sprint, also known as a technology sprint or innovation sprint, is a time-bound, focused and
intensive period during which a group of individuals, often from diverse background and expertise,
work collaboratively to develop innovative solutions to specific technological challenges or problems.
Tech sprints are commonly used in the technology and innovation sectors, including field like
software development, data science and digital transformation. Therefore it is an active solution to
find solutions for DeFi services, among others. For more information, see: https://www.fca.org.uk/
firms/innovation/techsprints
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(1) US department of Treasury, Illicit Finance Risk Assessment of Decentralized Finance, April 2023, p. 37

(2) U.S Immigration and customs enforcement, Geographic targeting order shines spotlight cross border
cash couriers, 2019

(3) Financial Crime enforcement Network, FinCEN, Fincen Renews and Expands Real Estate Geographic
Targeting Order, October 2022

(4) UAE Financial Intelligence Unit, Annual report, 2021, p. 27
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