\~
o

N

awp ollcola_<opla
& y1iodogl ol
NAIF ARAB UNIVERSITY
FOR SECURITY SCIENCES

1AVA Cuuwwl Est. 1978

&uinl Alwly> dlwlw

G il duiodl Al e laill

«dgi du»

2022 - pinil) coyli daoly jls




ayy—ollcolia sl

NAIF ARAB UNIVERSITY >>>>>/\X/§<<<<<

FOR SECURITY SCIENCES
19VA Cuuwli

Est. 1978

éuini Alwly> dlulw

«dgi dui» quinil (]JJ_D” Ml Aluc laill

(>j >Uby 24lg

cul coble dum Aagrqi@bls Al




&uioi Glwlys dulw _



Security Studies Series

The Security Challenges of the “TikTok”
Application

Walid Rashad Zaky

Khaled Kazem Aboudouh Heba Atef Labib




&uini Glwlys dlulw _

«gi el Gubad Ao eolelad!
loud Wble & .8 Pzes ¢if eBS WL .o 1S5 oLy adg .

Ayl pan dygg0 8yl (Adlindlg duclair ¥ Grgoull ool jS LI
Ayogseall dg =l dSLall (b1 dia¥l aglell dy )l Gyl dsals (dio¥l Eigmdl jS 507

The Security Challenges of the “TikTok” Application
Dr. Walid Rashad Zaky', Dr. Khaled Kazem Aboudouh?, Dr. Heba Atef
Labib*

! National Center for Social and Criminological Research, Cairo, Egypt.
2 Security Research Center, Naif Arab University for Security Sciences, Riyadh,

Saudi Arabia.
¥ &gl jS 00 ISBN(PBK)978-603-8361-28-3(_,—9) Lo,
diol Wbl s dluules ISBN(EBK) 978-603-8361-31-3(_ja ) closy

ISSN(Print) 1658-8762 (_—939) J0sy | DEPOSITp 1444/6556 (‘_,J,g)gl sl @3y
ISSN(Online) 1658-8770 (_jgsJ]) dosy | DEPOSITe 1444/6839 (_jgsJ]) layl 3
DOI:10.26735/978-603-8361-31-3

i WU dsoly ylo 2022 @ dB g pindd] Gods>

.CC BY-NC 4.0 _clas¥l glidl jaus§ crgay dasjog gz gidll Jgogll sl 8 OJQ*M dwlydl od
coelardl gladl sy 235y ¥ 48 dwlyl sdn @pl 89> 5| of dinall JKa¥ of yoadl LAsy
il G lle 3o 53] e Jpal i

Asoladl Jh5 dgrg e 8390l ymi g la>lo gly ey dwlyll oda 9 80loll 4K grax

Copyright © 2022 Naif University Press

This work is published under an open access system and is licensed under the Creative
Commons License “CC BY-NC 4.0”.

Some images, figures, or any other content included in this work may not be subject to the
Creative Commons License, and permission must be obtained from the copyright owner.
All ideas expressed in this work represent the opinion of the author and do not
necessarily reflect the University’s viewpoint.



/v\

i




&uini Glwlys dlulw _

Abgianll



10

25

26

27

30

30

31

33

35

36

40

40

43

44

46

47

48

49

49

50

51

52

53

54

55

(s30iill gailall
Executive Summary
&oadall
&lAdodl @ luwg ppaill g gibgo gl
8 il NG G
ALl oo ¢ilgsig sill diamio G
(e il Jblgill Slaio :Layly
(e Rl Jblgill airio agng) «dlgi clgn (1)
«clgi clii» Guoi Giinl LBl (2)
2niinl 1 g AU ..« dgi cin Guinil dic laiiadl b lall :lio
«clgi cliin @Gubnil &lioYl SGyanill :Lslw
«dlgi clii» @uinil dewgall iligYlg aivwgn Al blao (1)
Gogll gl AIlaTg «clgi L (2)
Jgaanll Juai Jilii ..« dgi dui» Guini pc caiallg oloyil : 1) lw
Alpililg (ggianll e lio cljuowo (1)
«dgi dii» Guini pec umlihllg caiollg ooy gyl (2)
AIoglondl g g (0 «dgi clyind &dindl Alaamill :liob
«dgi clii» Alagami (1)
«dIgi clgi» (5giro ¢ i) aindpl dimiidl cliy Alsaao (2)
Ho ol alhsiwlg ginnll ¢ ib GllaA (3)
po Wl lasiwlg «dgi i (s9ian ¢ H Uaglgy i (4)
«c1gi clyinJ &iio¥l Alaamillg (sginnll ¢ i i (5)
«clgi clyin Guh il ailagdl &dioYl Alc Irill o wl
«dlgi cliin Guiniy &lniiyoll Ayaaill go JHleill Slwluw :Ijble

«dgi cli» Guinil aAJodl a5 pidl Glwluw (M




&uini Glwlys dlulw _

56 Gunill oI Il lwluw (2)

58 alyloylg adoylhiill jylaill (3)
59 Alupgillg &b lall Ao VALWYI

62 22alpnlig jyuonll



9

31

33

34

38

46

JKésMg Joload! jusgd

rdlall yc e il Jbdlgill @dlgo dlcaa] (1) o6y J-Suil
2022 gulgy - «dlqgi cliin Gubi Alclin | ooy :(2) o6y JAuill

@ &yl Jgall gagy (0 «dgi dyin @Gl (o ariwo slacl (1) @6y Jgall
2022 gulqy

«clgi clyin Gulnil aic iyl polandl :(3) @ 8y J_ Al

Almgyaoll diel ole carg :(2) @6y Jgaall

«clgi cliin Gunil &diod e il




&uini lwlys sl _

(s3aiill gaslall



Ae 98909 Ul §lew

JLaidl 81T Gelais ¥ JLoladl Jilwg coual (il § cui il oasiums sas wjlji go
oo 1S pbliy (wlogles iS)ling wlidss of 8l i Olars peadd Meddi #SY
selair ¥ Loled] Jilug audi celld e Sodle . ailBnal 4ails mo Aogdl Lol Juoldi
dcgamn (Aol Lolwe (ddles degamos :Jio cpasiuwal) dogasdl wlls (o 1508
el ¥y 1l lasrg JILS alisdl (obuisdl o sis) oSay Cus (ABle dmdo of «d>gido
LSy @bl Juidl opo Baslg Loyl elaisdl Jblodl Jiluwg comuol (iSag .cslidlilly
) 7855 A LAl Yy «Lgilacly as3hall olabiially dilayyl Olelanl) diils
005 2o ga¥ls @il Jblgdly coasdl ¥l (yaia

lgalasuiel Jllad U1 Lelaierd Jolgdl csliubni yadia casT oo «elgi elin Gadai yuisyg
cigiad) O lasdll as clid Jiagg el Joo oo yeiS & dd3hilly oYl cilelasd] pasy
delaix ¥l bl goiuwe e Gubhdl plasiwl Hliwl lgmiy LI olasdl JI aslayl
(535 g dielais Vg Aol Glasdl sda lise woy dwadl ged cld) (aEsi,
538 13155 ol &) ddhill § @bl lia oasiws of Lblug

elir ddio galsiuy gdshill o JI Gl dwlyd «ADL» ;S50 jlisl «@lued! lin
e gosaingg coandl clacily gLl wuizds Al e Jasd Glgine aS)lal «lgi
Olawd d8La] 1 Jin (laisSiliy LUl gaaudll gblis § palilu) gl cludll o gac
(Gahill zys hylay JYS o ol oo JI el dgrgi of (ddlid] e disus gl
Grpiadll lode Layiy «payhi daorg Jeiad) g1audll gblids Uil § ¢S of wlid¥ Gz of
p9ee i miwed «zliilelrg pwelly

pyl) dahill § «oi el Gubi e agiSs 3ylie YU8] dlia of culdl go aif las
oz el ylill JLSY ligy dhgyll Jolg=tl og «edalilly luidl Juor o dobag
odallly Gluddl go) gasddl yusidl pes § Gubdl dileldg (aifiilrg acdly Gubdl
S ddelaix| 0l ely Jle @udaidll e 0ldd] 8yudg (8yuadll wlagraddl JA5 oo
050 1S (sl (5385 48 Gubill e slaiedl $ bldYly . umilill (o deitag biiang
J18L] (ol adls gasuidl ol dhse Glaagl 315 8 Sl delaix b
Ayl Joull bl ol aagll dfio¥l olyasdl

11 | «dgiclin Guinil aiioYl Alclaill



&uini Glwlys dlulw _

sblsdly dia¥l clusd] e @il § 4y 1,801 gadan dial Koy B Las
(a2l dahill Joo @ «ddoi eldn dudni plml HLasly abg,ll &;53[5-%9 dic Lol
basdl sda ge Jéleill Sl olwled! pal JI Jooslly

dilimging s 801 Slaal
e iy laie Gl oly I ¥glud] (o degams 9 1,80l godge deluo (Say
: JWI gl
& «oi el Gushi dlayyl wlelasd] jasmy alasiwl dhdyll el olasdl Lo
$4y =) dahll

Sl elin Gy plasuily da ) 4885 Mg delaind bl ls o

gl a38MsYg delain Jbsdly dfie¥ cslasd| 2o Jol=il Jﬂ' Slwlbedl Lo o
(4=l dakll %9 «dgi elgr Gubi alasiwly

lga¥ly zaldl o sas iu gasdl e pody gl Lanaill Jolsil Tase (e yy,dd) waiely
e dmaill wlga¥l eal cilSy coslsly s gl dmuht Elisiuwl 151,45 aylicly «daidll

: JUI gl

O sae e dubilly :(Secondary Data Analysis Method) goilWl Julsull divgio o
(533 Yg dc Loz W 4l pal M IS oo Jaoally cdladl eld yylaly ¢slul ]

) Gilsaind izl ¥l dorlgs S ool o lanleiely
aais Gl olagiadll e dsae dide e ledubd gy 1Sl goadll Julo dimgin o
cadzhilly ahlagyl wleland! clacl pasy Wl 74y LUl of «dislly &l s
G e Lgale waiz] LUl Calluilly Lo 72853 LUl 516¥g colilhsdl oy Bugy clldg
s ool M5 (o Uy «lidlyor gl diomia Amngill s peaung ceelgi el
(omgiums e Jdodll gyorg  Jomiun il ©olaggaidl Srddl] Jelodllg gl Sl
20 (0 dige df>lido dalS JSU ol Sillg . Glonel SSHI 1 Wy (BL) ASY 2 oYl

«dgi clgin Guinil aiio¥l Alclaill | 12



Olilast] § dodsiuall o¥latudly (e ,dll Olegdoll :Jis (wlid dae § calls (giad
Sl aaiid o Jaloeil] dfmoyl duanilly Lol .ol g oig Aleladt] dopog ALeliBYl
adablall o¥laiwly Gy (afidistl o¥laradl Jo¥l by «gdaai e

Wluogiy 3 i 23l

oy o By Ball § 1505 & ruo¥l Gl o «&gi ey Gukai ol 3,801 L oS&
slo oluidly rdalll (o pgabine (Il Jo> budd pasiiuns slde JI oy 1508 Goga
Loyl olaghinlly a83hill Oleland] sg2rg 135 8553 Lig¥l § Boslll (g «cpuad!
380 25 i « L) A5 Lahady ol Lol JAamig cilagdhial] adn 8oy « Gubad!
dahill § gubill Ldis o ilac sy 483hills dflay¥l laghial fods dln of ge
Olasdl e a5 il 5a0,lls seally sadll gblio ro IS Soxrg § i Wiy (adys)
1518 Laygay Jass I LAl claglelly 431 s mya Uy <l Il @l g caislly
2da o o peyl Jleg cddnll Joul Liboll go¥l e 8rdldl yéo Bpdlll eolugagdl oo
e aloji laishs Gl (elaixd Jolodl wlais Bl Layi dhise geSi a8 wluyagdl
Oludial dewidly Blej fST olaagil sda Jmmd 8oy Olisasy puuiy @) gl el
oY @ley buaic dxliv 487 pag «udl jloo o Gudill jogasr AL o LS (dieY
180 Lgie ds U1 &ie¥l olagagdl pa¥ jran L Ladg « ol B5LAN wligimlly
ol «oi el Gubiy dhg)ll ol Ol e cgasdly ClolEidl Wl oo pe o
(a0l Olaio slaidl Jle Bagas of laegi oo Bugyd cond (lolaidl sda phizs
LS coladl dudle Jae olwluw gk il b (o el Gudsi e 8306 coudg
i @Y elain¥l Jolstll claghi JI olslandl sin dergi Jaudl oo 4l
pAheiaddl (woded! (ol
godl dxlgi LI elasd] go S J) g clin Gubd) byall alasiwdl gagy
Lad Jood il ©olagaandl] of 1 cro ¢l I diliglog =)l ddbill § otz
ATV @3l oull il sy Il 085 of oSay A1l pudl) A8l ilsleg
g oiass e duxil BISY gl e Al S| huwgill gall e el gody of oSagg

13 | «dqi clin Guinil &iioYl dlclaill



&uini Glwlys dlulw _

Jiaig c«gi clin pe Uglaill lagrad] lguks L1 Bl Jal § Jo¥l Jiaks
Sy b aag lagsnidll L3MSY 1 onall leSsy Ll dulud! ol § S
welair ¥l Jladidly adlills elfadl o Al

sl Heehl ADKaly dalll asy ot «dgi clir Gudi slasiiwl by Las o
Ul Olagradl olegi jam of J1 a8Ladl (Joludl Glhsle LYl (blyed
daadl oladdy (@)l pé Gubdl eliyl 3385 of oA (Brhasdl ol 1 Jis)
vamy a5 JI gueasiadl o S olodl ol ge dobug «easiud| jasy o)
lagradll M5 o 2 Ul eslulall

dpalil] Golsll & adlisd c«elgi el Gaubi plasiunl e A5l &Y Colhasl Lol
dosas dwluw jai (@luwd! lia G «Guhill wligdly glo¥ly dfogasd! Jo
cMlgll o 2o susiadl Glogles aS5Lie @ubill ooy il Lo dlpo @ubill
gy (iol (A18 ¢l o laS ««LilS p degand dsyli S i gl of el &Syl o
g Lols Oligd¥l M5 (e Buhid] lgmany I dasuid] olluly loglall dfas
& Sy dia¥l lundodl] rgmsio 4> pusiall o8 18] @lildl sda byghs slaig
Joull Libgll o¥l pual cilaglso yus Al sdn § el sda Jiad

gl el Bad plasiial il dongis Joall Libgll godl by LUl lusidll oo o
Joly dhi,ll GlasY pasy Joo allally &bl clagleall 73, @size Jlia of
bl ol 15sg3 Jiad of iy I s

leilacly dauslly dflayyl oladhidl yasy sarg ail5i Lyl dfio¥l wlasdl o o
il %9 daial) 8jall U JS (o Bolaiwdl pgiclhiwly (gl elin Lain e
0 sl phsy bl x a8y (laydly 2l ly cais)l e (and Gligize
pales § i U GlasY jasy

ool i s o oSy U1 Olylowdl pasy Gudhdl Joasy (G Lo Gy o
iyl luodll o JNS o ¢yl Oleddl s eloidl by maianll ibol
Glbs eug (bl e Lo eblus s9ro e Lio¥ 5 of AZioY clows «iauey
I lLall ologlally 43I LY (a5 LIl olgisdl axly Jaisog Leabdes
Josll Libgll ¥l plal @lass Lo

«dgi clgin Guinil aiio¥l Alchhill | 14



15

Guhi Jo> yladle wluwlyl dmlpe JAs (o 80l lgadivl Ul Ll eg8 9
Olasdlly shlall 40t Loy Josll gy I allonl! Olunloell al dssrliog ccclgi elin
gl elin daias A5 of (dlle olaindl Lolodl 28loas dhi)l clow (dfiod)
o0 9ae JI 83Ul oy ¢l matal] Olulius § Gadaidl 131 il @liyamill dsyag
: W1 goill e elldg cciluogd!

Olyliag st o¥lai¥l olylig @ Jie) &l L oIl LogSodl Oludsdll Josi o
LGahidd) julad) Olulwy 3S5Y e (=l B0 elyjg gulomog AE5 10
il ybiy ddlell zilglly eiledl] iy Tag LUl (Regulatory measures)
Joledl liyhi Joae ey s dllosy Jaty lawd 1=l bl e Sl
g eldy Gubi ilgiog «olaixd

Jolatll el AU OlS il o Gty oyl A1) elyy pulno pody of o
iyl ©lusloll 5538 mog) buug¥l & pid] dibing diaddyl Laslko of (eloix
so¥l gmsg I digall shé e (WY i gginlly LAl wloglall oliy
Syl oo dmaiall A gl Gl Sy U G gus] digall pixig « 10590l
lasd Jiad Sl olygisdl jLidil dglol gl Jdy e lai>g (g el gubad aIU
AST &iad) Ay ydgi Gugy Uiy fdahill Jou Lmaixlly Giboll ool wlagagi of
ol oSy I Olely Yl agasd dgall o 8%l 18Sag ARTY 8yaxg Ulaly ddlidy
asaxdly (ALAL loglelly 5By Y daledl] dfin¥ ol dgxloe Joi g0 i3
Ggall Glaal Al gaiwe ddll AHT sgmg olavy «islly dalIl ellasd
W1 9ol e difaal) dugd )l ololD¥ly Glaadl 4aS3 of ZAEl (ag .laniudisy

2iay gl pasiudl glo oy iy Glgde Gubill AIW a8 id) Olwluw gadl i
cislly @il e jass olilhs of allall ologleall zoy of (BISY 5 gail
LM Wilae oo

e zo39 Ul olgisdl wasiy Jaiy lad Gubil wliajlesd AU aS,idl jujsi
Giboll ¥l 03gi of callall ologlatly LI L 75,5 of (dllall @MY

«clgi cliin Gunil &diod e il




&uini Glwlys dlulw _

la {6 (wlagiadll gudle dljly diluwlu Gehd] yohi oo pe ! e 4 {Joull
=) a2l Ul olgixdl 4yg «JIF ¥ dasus wlygize

alaile Jdad abedl golge $ GBul grueiy Gubill AU &S il podi ol e
aslmdl ©legSadl asdi ol (LAl ologlall ga3ias LOUSY né goill glid
aalji e veluy Loy (deludly d8lbidl glod) Olwlw pohi § AIU &S idl 2o
Aaill oleas
lawguio plasdiwd adsis acled mog i =l diio¥ly diogSodl wlwddll Lisi ol o
aedl Sl 1ia § 1,801 zAdg (Alilall cldudail (o 0 pg «oi eldn Gubi
laa (Olwlead! (o rowla
duudsde JSJ (45 cus ((Acceptable use Policies) Jodll alasciwdl @ lwluw -
5 y9bmll of Lgalasiianly zaaud] Oilahnill LIS oo 3355 donslg Cluliw md9
Lo lawguio gaor 33l
of Lingks> Lundsfo :15 45 ol @all go :(Encryption Policies) yadd! cslwlew -
olg (830 yié 8ial Lo & pudly ARl ULl oy Lasd ooy ¥ duliews Eio]
L“,.:.oi Zu i 990 Lglsls gi duwdsdll ye gblis jaai giai

«dgi clyin Guinil aiio¥l Alchhill | 16



In this regard, the report suggests two main types of policies as follow:

- Acceptable Use Policies: Each institution can set clear policies for cate-
gorizing applications into permissible and forbidden applications and

obligating its affiliates to follow these policies.

- Encryption Policies: It is important for each government or security in-
stitution to follow a policy that prevents storing important and secret
data on non-encrypted devices or making videos about or inside insti-

tution without a security permission.
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transparent, safer, and reliable digital environment can be created. The code
of practice will also seek to set procedures that can be taken for addressing
security challenges associated with immoral content, disinformation, and
dissemination of hate and violence speeches. The proposed main objectives

and obligations of code of practice may demonstrated be as follow:

- Policies for preventing dissemination of immoral contents, misleading
information, or extremism and violence speeches should be included
in the proposed Arab code of practices. They should state punishments
for preventing any user who makes or promotes immoral or misleading

contents from advertising revenues.

- TikTok algorithms should be enhanced to monitor any content that vi-
olates public morals, disseminates fake news and disinformation, or
threatens national security of countries. Although TikTok developed its
policies and removed millions of videos, a huge number of non-suitable
videos, particularly those in Arabic language, still exists on the appli-

cation.

- TikTok advertising content should be monitored in a better way to reduce
revenues gained by immoral content creators and misleading informa-

tion providers.

- Transparency and accountability policies should be developed to improve

integrity of TikTok services.

- Amechanism should be set for ensure commitment to and implementa-

tion of code of practice objectives.

* Arab government and security institutions should pay attention to set rules

for regulating their afhiliates usage of TikTok and other similar applications.

«dlgi clin Guinil alin¥l Alclaill | 18
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- In addition to the abovementioned points, TikTok includes some advan-
tages that may be employed for strengthening national and community
security and promoting loyalty values among Arab youth. Accordingly,
Arab official institutions, whether they are security or non-security en-
tities, should create TikTok accounts to deliver objective and moderate
speech that encounters any content disseminating fake news and disin-

formation that negatively affect national security of countries.

According to the report findings that have been obtained by reviewing stud-
ies and reports on TikTok, exploring most important international practices
that are applied to encounter security risks and challenges associated with so-
cial media in general and with TikTok in particular, and examining updates
approved by TikTok regarding community guidelines, we can indicate some

relevant recommendations as follow:

- Concerned Arab governmental institutions (such as Arab ministries of
communications and interior and the Arab Interior Ministers Council
(AIMC)) should seek to take regulatory measures that start with enact-
ing public laws and regulations and setting self-regulation frames on the
Arab level. Accordingly, activities on social media applications, such as

TikTok, may be controlled and regulated.

- AIMC should coordinate with owners of social media applications or with
their regional offices in the middle east to set Arab code of practice, like EU
code of practice, on disinformation and immoral content. This code will as-
sist in regulating all social media platforms to take their community respon-
sibilities. It will also motivate owners of social media applications to make
efforts for encountering dissemination of any content that affects or threat-

ens national or community security of Arab countries. Subsequently, a more

«clgi cliin Gunil &diod e il
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- TikTok usage is associated with the gradual appearance of depression
and behavioral disorders symptoms among teenagers. According to a re-
search study, some videos on TikTok (like dangerous challenge videos)
may promote Non-Suicidal Self Injury (NSSI) and lead to loss of appetite
among some TikTok users. These consequences originate in terms of the
increasing number of TikTok users who tend to imitate some practices

which are published via TikTok videos.

- Regarding security challenges resulting from TikTok usage, they are rep-
resented by growing concerns about privacy, security, and application
permissions. In this context, the privacy policy of TikTok application ex
plicitly states that: “TikTok application may share user’s data with our
parent company, affiliate, or other companies in the same group as Tik-
Tok”. There are also security concerns regarding amount of information
and personal data collected by the application through its permissions.
In case the collected data belong to users who work at security or military
agencies, they will be sensitive information that has a serious effect on

national security of countries.

- Increasing usage of TikTok application creates challenges on national se-
curity of countries. TikTok publishes contents that disseminate mislead-
ing information about some events associated with the Arab countries in

a manner that threatens their national security:.

- Security challenges are also represented in the increasing activity of some
terrorist and violent organizations and their members on TikTok. They
can utilize all TikTok features for disseminating a content promoting vi-
olence, hatred, and terrorism and may displease some users regarding

some events that occur in their countries.

«dlgi clin Guinil alio¥l dlclaill | 20



Report Findings and Recommendations

The report findings affirm that TikTok has been the most growing appli-
cation during the recent period. TikTok attracts a big number of people who
are more than one billion active users around the world and most of them
are teenagers and young youth. Recently, an increasing activity of extremist
groups and terrorist organizations has been noticed on TikTok. This increas-
ing activity of these groups and organizations is not apparent to most users
of application. The report indicates that there is an activity of terrorist and
extremist organizations and some of their members in the Arab region on Tik-
Tok. This can be recognized by the big number of videos, images, and indi-
cations that promote terrorism and violence and disseminate hate speeches,
fake news, and disinformation in a manner that creates direct and indirect
threats on national security of Arab countries. Although these threats mayalso
originate from other social media applications, they become more dangerous
on TikTok which includes distinctive features that make such threats more
disturbing for security agencies. Moreover, most users of TikTok application
are young people who are credulous when dealing with any content violating
security measures. The following points summarizes the most critical security

challenges that are highlighted by the report:

- Excessive usage of TikTok results in many challenges that negatively af-
fect community security and its basic elements in the Arb region. TikTok
videos that promote traditions and customs that are not suitable to Arab
values may lead to some moral deviations and crimes. This may cause
a medium-range moral weakness on two aspects: the first aspect repre-
sented by deviation forms shown by videos on TikTok, while the second
one is related to negative impacts of immoral content of TikTok videos.

This may lead to social fragmentation, distancing, and isolation.
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- What are the optimal policies for encountering security challenges and
dealing with social and moral risks associated with using TikTok in the
Arab region?

The report adopts the integration approach that combines some suitable

methods and tools. It is considered an explorative report on the nature and
dimensions of the report theme. The most important methods adopted by the

report can be indicated as follow:

- Secondary Data Analysis Method: This method is applied on some relevant
studies and reports to identify the most critical social and moral risks

that represent challenges for community security of our Arab societies.

- Qualitative Analysis of Content: This method is applied on a purposive
sample of videos that include hate and violence speeches or are dissem-
inated by some members of terrorist and extremist groups. It monitors
disseminated speeches and thoughts and focuses on techniques that are
utilized on TikTok. Moreover, this method is supported with videography
methodology by linking standard analysis with interpretative analysis of
videos. Analysis of videos is made on two levels: the most linked, and the
most liked. Accordingly, each keyword incudes 20 videos that are ana-

lyzed into many categories such as:
e Secondary topics
¢ Persuasive methods
e Interaction level
e Account type

Concerning reference of the analysis process, the analysis depends on two
patterns: the first pattern one is associated with rational persuasion while the

second one is associated with emotional persuasion.
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It is known that TikTok attracts an increasing number of users, most of
them are youth and teenagers, in the Arab region. Factors of this attraction

may be summarized as follow:

e Rich, diverse, and attractive content of TikTok

 Effective role of TikTok in supporting personal expression of youth and

teenagers through short videos

e Youth ability to create big and extended social networks of followers via

TikTok.

However, excessive usage of TikTok may subject its users to social risks that
create threats affecting both personal security and community security, in ad-

dition to security challenges associated with national security of Arab countries.

From the abovementioned, we can summarize the theme and research

problem of the report as follow:

e Exploring security challenges and social and moral risks associated with

TikTok usage in Arab world countries.

 Identifying the most optimal policies for dealing with challenges origi-

nating from TikTok.

Report Objectives and Approach

We can highlight the report theme in some questions that need to be an-

swered by the report. These questions are as follow:

- What are security challenges associated with using TikTok by some terror-
ist groups in the Arab region?

- What are social and moral risks associated with using TikTok?
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Report Context and Theme

The number of internet users has increased around the world. Therefore,
social media become the most preferable communication tools for express-
ing viewpoints and comments of people and sharing their information and
dailylife events with friends. Moreover, social media offer many privacyop-
tions for users, such as: private groups, private conversation, public group,
or public page. Persons from different areas can exchange viewpoints and
opinions and make discussions. Accordingly, members of terrorist groups
and extremist organizations consider social media as one of the best ef-
fective ways for promoting their misleading thoughts, attracting new ad-
vocates, and making permanent and secure communications with other

people.

TikTok is considered one of the most recent and famous social media appli-
cations. It is used by some terrorist and extremist groups in many countries
around the world. This creates security challenges and threatens social and
moral values. Therefore, it is important to record all security, community, and
moral challenges in terms the highly increasing number of this application

users in the Arab region.

In this regard, ADL Center on Extremism indicates that extremists utilize
TikTok for sharing contents that promote hatred and recruit advocates and new
members. They adopt some techniques for conveying their messages through
videos which they share, such as adding connotations on screens, directing
followers to an external content through links outside of TikTok application,
highlighting signs or books for expressing their viewpoints during playback of

videos, and using hashtags for increasing their audience.
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POTENTIAL REACH OF ADS TIKTOK AD REACH AGE 18+ QUARTER-ON-QUARTER YEAR-ON-YEAR CHANGE
ON TIKTOK (AGE 18+ ONLY) vs. TOTAL POPULATION CHANGE IN TIKTOK AD REACH IN TIKTOK AD REACH

© O

1.02 12.8% +5.4% [N/A]

BILLION +52 MILLION [NEW DATA POINT]
TIKTOK AD REACH AGE 18+ TIKTOK AD REACH AGE 18+ FEMALE TIKTOK AD REACH MALE TIKTOK AD REACH
vs. TOTAL INTERNET USERS vs. POPULATION AGE 18+ vs. TOTAL TIKTOK AD REACH vs. TOTAL TIKTOK AD REACH

O 0 o

20.3% 18.3% 56.2% 43.8%
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